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ABSTRACT

A reliable Cyber Attack Detection Model (CADM) is an invaluable tool for users of
contemporary technological devices and network operators in their fight against
cybercrime. Developing a CADM capable of accurately classifying cyber-attacks via
pattern analysis of network data is the primary objective of this research. Using an
ensemble classification approach, CADM determines the accuracy of attack-wise
detection. When it comes to feature extraction, LASSO is the way to go for better
visualisation and efficient processing of massive datasets. The ensemble method
classifies network traffic data using algorithms like Gradient Boosting and Random
Forest. Gradient Boosting optimises weak learning models to choose the best decision
trees, while Random Forest trains all the trees at once. This increases prediction
accuracy. The article also uses five datasets (NSL-KDD, KDD Cup 99, UNSWNB15,
URL 2016, and CICIDS 2017) to evaluate the proposed model and verify that it is

successful in ML-based cyberattack detection.

I.INTRODUCTION

In an era marked by pervasive digital
connectivity, the threat landscape of
cyber attacks looms ever larger, posing
significant  risks  to individuals,
organizations, and critical infrastructure
worldwide. As technology evolves, so
too do the tactics employed by malicious
actors, necessitating proactive measures
to safeguard against emerging threats. A

cornerstone in this endeavor is the

development of robust Cyber Attack
Detection Models (CADMSs) capable of
discerning and mitigating the myriad
forms of cyber threats.

This research initiative seeks to address
this imperative by pioneering the
creation of an advanced CADM tailored
for modern network environments. With
a focus on leveraging machine learning
techniques, the project aims to furnish

network operators with a potent toolset
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for analyzing intricate data patterns,
identifying anomalous behaviors, and
swiftly detecting cyber intrusions.

At the heart of the proposed CADM lies
an ensemble classification methodology,
designed to harness the collective power
of multiple algorithms in enhancing
detection

accuracy. By integrating

sophisticated algorithms such  as
Gradient Boosting and Random Forest,
the model endeavors to distill insights
from vast troves of network traffic data,
enabling timely and precise
identification of cyber threats.
Furthermore, the research explores the
utility of LASSO as a feature extraction
mechanism, empowering the CADM to
sift through extensive datasets with
efficiency and efficacy. This approach
not only facilitates the identification of
salient features crucial for threat
detection but also enriches the model's
visualization capabilities, aiding
operators in comprehending complex
network dynamics.

and

versatility of the CADM, the project

To validate the effectiveness
undertakes comprehensive evaluations
across diverse datasets, encompassing a
spectrum of real-world cyber scenarios.
Through meticulous experimentation

and analysis, the research aims to
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ascertain the model's robustness,

scalability, and applicability across
varied network environments.
II.LITERATURE SURVEY
1.A

Approach based on Kernel Extreme

Novel Cyber-attack Detection
Learning Machine using FR-Conjugate
Gradient, Jianlei Gao; Jun Li; Hao
Jiang; Yaobing Li Billions of devices
have been developed with
communication technology especially
cyber technology, which provides great
convenience for our lives. However,
they also have produced some huge
information security risks. The detection
algorithm  of traditional intrusion
detection system (IDS) usually has a
poor generalization and inefficient
performance, that is to say it is not able
to identify new attack types and deal

with training data set with huge samples.

In this article, a novel detection
algorithm of IDS based on kernel
extreme learning machine (KELM)

using FR-conjugate gradient (FRCG-
KELM) is proposed to overcome these
problems. What's more, a standard NSL-
KDD data set is used to evaluate its
performance. Through comparing with
KELM, the serial experiments verify
that the proposed method can achieve a

better performance including the higher
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detection accuracy, higher detection rate,
higher generalization capability, lower
detection rate and

false greater

computation ability.

2. Load forecast anomaly detection
under cyber attacks using a novel
approach, Anshul Agarwal, In order to
make essential and practical choices
about the demand and supply of energy,
power grid operators rely on load
prediction data. Consequently, effective
load forecasting is critical to achieving
economic benefits. Cyber-attacked load
prediction data may mislead power grid
unwarranted

operators into making

choices about the distribution of
electricity. This research has given a
unique methodology for the detection
and identification of cyber assaults on
the electric grid's load prediction data. It
has two stages. In the first phase, a
benchmark is generated using historical
real load data and an unsupervised
The

categorization of cyber threats using

machine learning model.
supervised machine learning models is
the second phase. Finally, ensemble
approaches are used to construct a novel
hybrid model. The novel approach has

been tested on a publicly available
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dataset and it produced impressive

accuracy of 97.25 percentage.

3. Detection of Cyber Attacks: XSS,
SQLI, Phishing Attacks and Detecting
Intrusion
Algorithms, Aashutosh Bhardwaj; Saheb
Singh Chandok; Aniket
Bagnawar; Shubham Mishra; Deepak

Using Machine Learning

Uplaonkar, Cyber-crime is spreading
throughout the world, exploiting any
type of wulnerability in the cloud
computing platform. Ethical hackers are
primarily concerned in identifying flaws
and recommending mitigation measures.
In the cyber security world, there is a
pressing need for the development of
effective techniques. The majority of
IDS techniques used today are incapable
of dealing with the dynamic and
complex nature of cyber-attacks on
computer networks. In cyber security,
machine learning approaches have been
utilized to handle important concerns
such as intrusion detection, XSS, SQLI,
detection.  Machine

and phishing

learning  approaches  have been
employed in order to detect the issues
such as XSS, SQLI, Phishing attacks etc.
In this study XSS attack is detected
using CNN approach, SQLI attack is

detected using Logistic Regression

90


http://www.ijerst.com/
https://ieeexplore.ieee.org/author/37089652262
https://ieeexplore.ieee.org/author/37089599248
https://ieeexplore.ieee.org/author/37089414278
https://ieeexplore.ieee.org/author/37089414278
https://ieeexplore.ieee.org/author/37089598931
https://ieeexplore.ieee.org/author/37089598931
https://ieeexplore.ieee.org/author/37089596038
https://ieeexplore.ieee.org/author/37089424494
https://ieeexplore.ieee.org/author/37089424494

Int. J. Engg. Rjes. & Sci. & Tech. 2022

2" International Journal of Engineering Research and Science 8 Technology

-

approach, phishing is detected using
SVM approach. In addition to the above
specified attacks: DTC, BNB, KNN
approaches are employed to detect the
intrusion in the system. As a result,
CNN approach yields 98.59% accuracy
for detecting XSS attacks, Logistic
Regression approach yields 92.85%
accuracy for SQLI, SVM approach
yields 85.62% accuracy for phishing
attacks. Approaches like DTC, BNB,
KNN vyields an accuracy of 99.47%,
90.67% and 99.16% respectively for

detecting intrusions.

I11.EXISTING PROBLEM:
The contemporary digital landscape is
rife with cyber threats, ranging from
sophisticated malware to targeted
phishing attacks, posing significant risks
to individuals and organizations alike.
Traditional methods of cyber attack
detection often fall short in effectively
mitigating these threats, as they struggle
to keep pace with the rapidly evolving
tactics employed by malicious actors.
Moreover, the sheer volume and
complexity of network traffic data
further the

exacerbate challenge,

overwhelming manual detection
processes and impeding timely threat

identification. As a result, there exists a
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pressing need for advanced Cyber
Attack Detection Models (CADMs)
capable of accurately discerning and
mitigating a diverse array of cyber

threats in real-time.

IV.PROPOSED SOLUTION:

In response to the shortcomings of
existing  cyber  attack  detection
mechanisms, this research proposes the
development of an innovative Cyber
Attack Detection Model (CADM)
leveraging machine learning techniques.
By harnessing the power of ensemble
classification methods, the proposed
CADM aims to enhance detection
accuracy by amalgamating insights from
This ensemble

the

multiple algorithms.

approach  enables model to

effectively discern subtle patterns
indicative of cyber attacks amidst vast
volumes of network data. Furthermore,
the utilization of feature extraction
techniques such as LASSO enhances the
CADM's ability to identify relevant
features crucial for threat detection,

thereby improving its efficiency and

effectiveness. Through rigorous
evaluation across diverse datasets
encompassing real-world cyber

scenarios, the proposed CADM seeks to

validate its robustness, scalability, and
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network

by
empowering network operators with
advanced tools and insights, the CADM

applicability in  modern

environments. Ultimately,

endeavors to bolster cybersecurity
defenses, fostering a safer and more

resilient digital ecosystem.

V.IMPLEMENTATION

In the implementation phase of the
Cyber Attacks Detection Using Machine
Learning  Techniques  project, a
comprehensive approach was adopted to
develop and deploy effective detection
models. Firstly, a diverse dataset
comprising of both benign and malicious
network traffic data was collected and
preprocessed. Various machine learning
algorithms, including supervised and
unsupervised techniques such as random
k-

means clustering, and deep learning

forests, support vector machines,

architectures like convolutional neural
networks (CNNSs) and recurrent neural
networks (RNNSs), were explored for
their efficacy in detecting cyber attacks.
The models were trained on labeled data
and optimized using techniques like
hyperparameter tuning and cross-
validation to maximize performance.
Real-time detection capabilities were

achieved by deploying the trained
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models  within  network intrusion

detection systems (NIDS) or security
information and event management
(SIEM) platforms, enabling proactive
identification and mitigation of cyber
threats.

VI.CONCLUSION

The Cyber Attacks Detection Using
Machine Learning Techniques project
proves, in the end, that using machine
learning to

algorithms improve

cybersecurity is both possible and

beneficial. The project's goal is to

strengthen defences against various

cyber threats, such as malware

infections, network intrusions, and

denial-of-service assaults, by using

machine learning models’ pattern
identification skills and sophisticated
By

detection system,

data analytics. implementing a
organisations may
lessen the effect of cyber assaults and
protect vital assets and information by
and

drastically reducing detection

reaction times.

VII.FUTURE SCOPE:

A number of chances to improve the
Cyber Attack Detection Model (CADM)
pop up as we strive for ongoing progress.
First, using deep learning technigues
like RNNs and convolutional neural

networks (CNNS) into the model may
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detection by

increasing its capacity to extract detailed

increase accuracy
features from complex network data.
The CADM architecture may be made
even more successful at threat
containment by adding real-time threat
response  capabilities.  Instantaneous
mitigation steps in response to detected
dangers are made possible by these
techniques. Because adversarial attacks
are expected to change over time, future
CADM versions may also prioritise
resilience features for detecting and
countering them. It is critical to improve
speed and scalability by using cloud-
and distributed

based  systems

computing  frameworks, and to
efficiently handle data from large-scale
The CADM

emerging

networks. is able to

proactively detect attack
trends with the use of predictive
analytics techniques, and it can detect
insider threats and unauthorised access
attempts with the use of user behaviour
analytics (UBA) capabilities. Constant
model training and adaption techniques,
with an emphasis on interoperability and
interaction  with  existing  security
frameworks, keep the CADM effective
against evolving threats and evolving
network conditions. Data sharing and

collaboration are made easier by this.
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With these enhancements built into its
design, the CADM will mature into a
safeguard that can adjust to emerging
dangers and ensure the safety of digital

assets in an interconnected world.
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