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ABSTRACT

The emergence of decentralized file-sharing
platforms has introduced new challenges in
ensuring secure data transmission, preserving
node reputation, and preventing unauthorized
access. This study presents an advanced peer-
to-peer (P2P) file-sharing system that
integrates encrypted communication channels
with blockchain-based consensus mechanisms
to strengthen data confidentiality and trust
evaluation. By employing protocols such as
Proof-of-Work (PoW) and Proof-of-Stake
(PoS), the proposed architecture establishes a
tamper-resistant and verifiable ledger of
interactions. Cryptographic techniques are
used to protect data in transit and maintain
privacy-preserving trust scores  without
revealing user identities. The system's
reputation module continuously aggregates
behavioural metrics, adjusting trust values
through dynamic weighting and anomaly
detection. Experimental evaluation
demonstrates that this approach achieves high
resilience against Sybil and eavesdropping
attacks while preserving the integrity and
confidentiality of shared content. The
proposed model offers a scalable and secure
foundation for next-generation decentralized
file-sharing systems.

Keywords: Encrypted File Transmission,
Blockchain Consensus, Peer-to-Peer Security,
Reputation Mechanism, Data Confidentiality
1. Introduction

Background and Motivation

Peer-to-peer (P2P) file-sharing systems have
revolutionized the way digital content is

distributed and accessed by enabling direct
communication between users without relying
on centralized servers [1]. This decentralized
architecture offers advantages such as
scalability, fault tolerance, and reduced
infrastructure costs. However, the openness
and distributed nature of P2P networks also
introduce significant challenges related to
trust, security, and data integrity. Ensuring
reliable and secure sharing while maintaining
user anonymity and fairness remains a key
concern for researchers and practitioners alike.
Challenges in Secure P2P File Sharing
Despite their benefits, P2P systems are
vulnerable to various security threats including
malicious nodes, data tampering, and
unauthorized access. These threats are
exacerbated by the lack of centralized control
and the dynamic behavior of nodes joining or
leaving the network. Additionally, reputation
manipulation and Sybil attacks, where
adversaries create multiple fake identities, can
undermine trust and degrade system
performance [2]. Addressing these challenges
requires robust mechanisms to authenticate
users, secure data transmission, and reliably
evaluate node behavior to foster a trustworthy
environment for file sharing.

2. Literature Review

Existing Security Mechanisms
Systems

Security in peer-to-peer (P2P) networks has
been a critical area of research due to their
decentralized nature, which inherently lacks
centralized control and enforcement. Various
mechanisms have been proposed to address

in P2P
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common security threats such as data integrity,
authentication, and resistance to malicious
nodes. Traditional methods often involve
reputation systems and encryption techniques
to ensure secure data exchange and mitigate
attacks like Sybil and denial-of-service (DoS)
[3], [4]. However, these mechanisms face
challenges in scalability and effectiveness
when applied to large dynamic networks.
Reputation Management in Decentralized
Networks

Reputation management plays a pivotal role in
establishing  trust among nodes in
decentralized environments. Algorithms like
EigenTrust and PeerTrust provide frameworks
for calculating trust scores based on historical
behavior and feedback from peers, thereby
incentivizing  honest  participation  and
discouraging malicious activities [3], [4].
More recent approaches integrate blockchain
technology to offer immutable and transparent
reputation records, which improve
trustworthiness and reduce the likelihood of
manipulation [5].

Blockchain Consensus Protocols Overview
Consensus  protocols are essential  for
maintaining consistency and security in
blockchain-based  systems.  Proof-of-Work
(PoW) and Proof-of-Stake (PoS) are two
widely studied mechanisms that enable
decentralized agreement on the network state
while preventing fraudulent transactions. PoW
requires computational effort to validate
blocks, ensuring security through economic
costs, while PoS relies on node stake to select
validators, improving energy efficiency [6].
These protocols have been adapted to P2P file-
sharing systems to enhance security and trust
through decentralized verification.

Cryptographic Techniques for Secure
Communication
Cryptographic  methods underpin  secure

communication by providing confidentiality,
integrity, and authentication in P2P networks.
Symmetric and asymmetric  encryption
schemes, along with digital signatures and
hash functions, are employed to protect data in
transit and verify sender authenticity [7].
Advances in privacy-preserving cryptography,
such as  zero-knowledge proofs and
homomaorphic encryption, enable secure trust
computations without exposing sensitive
information, further strengthening security in
decentralized file-sharing environments [8].

3. System Architecture

Overall System Design

The proposed system architecture is a
decentralized peer-to-peer (P2P) file-sharing
platform  that incorporates  blockchain
technology and cryptographic mechanisms to
ensure secure, trust-based communication. The
design follows a layered model where each
layer—network, trust management,
blockchain, and storage—interacts seamlessly
to provide privacy-preserving file sharing and
reputation management. Blockchain serves as
the backbone for immutable transaction
logging and consensus, while encrypted
communication channels guarantee data
confidentiality between nodes [9], [10].

Node Roles and Responsibilities

In the architecture, each participating node
assumes one or more of the following roles:

e Requester: Initiates file requests and
evaluates the reputation of potential
providers before establishing a
connection.

e Provider: Shares files with requesters
and earns or loses reputation based on
behavioral metrics.

e \erifier: Validates transactions and

behavior logs, ensuring integrity
before submitting them to the
blockchain.

These roles are dynamically assigned based on
the node's activity and resource availability.
Role transitions are recorded on the
blockchain, enabling transparent audits and
reputation updates [11].

Integration of Encryption and Blockchain
To protect data in transit and maintain user
privacy, the system employs end-to-end
encryption using public-key infrastructure
(PKI). Each file is encrypted at the source and
decrypted only by authorized recipients,
preventing unauthorized access even in the
presence of compromised nodes [12]. The
blockchain ledger stores transaction metadata,
trust updates, and cryptographic hashes of
shared files to verify data integrity without
exposing actual content.

Consensus protocols, such as Proof-of-Work
or Proof-of-Stake, are utilized to ensure
decentralized agreement and protect against
tampering or double-spending attacks. These
protocols validate the trust computation logic
executed via smart contracts and anchor the
trust framework to a  tamper-proof
infrastructure [13], [14].

4. Security and Reputation Mechanisms
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Encrypted Transmission Channels

To ensure secure data transfer in the proposed
p2p file-sharing system, encrypted
transmission channels are established using
public-key cryptography. Each node generates
a public-private key pair, and file content is
encrypted with the receiver's public key before
transmission. This guarantees that only the
intended recipient can decrypt and access the

data, even if intermediaries intercept the
communication. Transport Layer Security
(TLS) protocols are integrated into the

communication stack to defend against
eavesdropping, tampering, and man-in-the-
middle attacks [15].

In addition to standard encryption, advanced
cryptographic  primitives such as digital
signatures and hash-based integrity checks are
employed. Each file fragment is hashed and
signed to verify both the content integrity and
the sender’s authenticity. These mechanisms
collectively ensure confidentiality,
authenticity, and non-repudiation within the
network [16].

Figl: Security Mechanisms
Trust and Reputation Computation
Trust in the system is quantified through a
blockchain-anchored reputation model. Nodes
accumulate trust scores based on their
interaction history, such as successful file
deliveries, response times, and verified
cryptographic logs. Smart contracts manage
this reputation ledger, updating scores
autonomously based on weighted behavior
metrics and peer feedback [17].
A time-decayed reputation model is employed
to prioritize recent interactions while
discounting outdated behaviors. This ensures
that trust scores reflect the current reliability of
a node, making the system adaptive to
behavioral changes. Moreover, the
decentralized nature of blockchain prevents

tampering with reputation data, fostering a fair
and transparent environment .
Anomaly and Malicious Node Detection
To safeguard the system against malicious
activity,  behavioral —anomaly detection
techniques are incorporated. These techniques
involve continuous monitoring of nodes’
behaviors—such as  excessive  request
flooding, incorrect file hashes, or failure to
fulfill  upload promises—and  flagging
deviations from expected norms.
Nodes exhibiting suspicious patterns are
subjected to a dynamic trust re-evaluation. If a
node’s reputation drops below a threshold, it is
isolated or blacklisted through consensus
voting on the blockchain. Machine learning
models may also be trained on historical
behavior logs to classify malicious patterns
and automate mitigation strategies, enhancing
the robustness of the network [18].
5. Consensus Protocols
Proof-of-Work (PoW)
Proof-of-Work (PoW) is one of the earliest and
most established consensus mechanisms used
to maintain the security and integrity of
blockchain networks. In PoW, nodes (miners)
solve complex cryptographic puzzles to
validate transactions and add new blocks to the
chain. This process, though computationally
expensive, offers strong resistance against
Sybil attacks and double-spending, making it a
preferred choice for public blockchain
networks [19].
In the context of a P2P file-sharing system,
PoW can be used to prevent spam and fake
transactions by attaching a computational cost
to node interactions. However, its energy
consumption and latency may limit its
suitability for lightweight or mobile nodes.
On the cryptographic side, OpenSSL and
crypto-js libraries are used for implementing
encryption/decryption, key pair generation,
and hashing operations. The frontend interface
is built with React.js to provide a responsive
and intuitive user experience.
Smart Contract Deployment
The trust and reputation mechanisms, as well
as access control policies, are encoded in
Ethereum smart contracts. These contracts
govern:

e Node registration and public key

verification
e Trust score updates and storage
o Access permissions for encrypted files
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Contracts are deployed on a local Ethereum
testnet (e.g., Ganache) during development
and later migrated to a public Ethereum test
network (e.g., Ropsten or Goerli) for real-
world testing. Security measures such as input
validation, overflow checks, and event logging
are integrated to ensure reliable and auditable
contract execution.

Smart contract interactions, including writing
trust logs or reading encrypted metadata, are
facilitated via MetaMask or backend scripts
interacting with Infura endpoints.
Proof-of-Stake (PoS)

Proof-of-Stake (PoS) addresses the energy
inefficiencies of PoW by selecting validators
based on the amount of cryptocurrency they
"stake" as collateral. Validators are randomly
chosen to propose or validate blocks, with
their chances proportional to their stake. This
makes PoS more environmentally sustainable
and scalable for larger systems [20].

In a secure file-sharing context, PoS can
facilitate low-latency trust updates and reduce
validation overhead. Nodes that act
maliciously can lose their staked tokens,
providing a strong incentive for honest
behavior.

Fig2Consensus Protocols Flow
Protocol Comparison and Selection Criteria

Criteria Proof-of- Proof-of-
Work Stake
(PoW) (PoS)
Security High High (with
stake
slashing)

Energy Low High

Efficiency

Transaction Moderate | High

Throughput

Implementation Moderate Higher

Complexity

Sybil Resistance | Strong Strong
(stake-
based)

The choice between PoW and PoS depends on
system requirements such as scalability,
energy constraints, and the desired balance
between decentralization and performance
[21].

6. Cryptographic Techniques

Encryption Algorithms Used

To protect data during transmission and at rest,
the system employs a hybrid encryption
model. Symmetric encryption algorithms like
AES (Advanced Encryption Standard) are
used for encrypting file content due to their
efficiency. For key exchange, asymmetric
encryption methods such as RSA or ECC
(Elliptic Curve Cryptography) are utilized to
ensure secure distribution of symmetric keys
[22].

Fig3 Encryption Algos

Key Management and Distribution

Key management is a critical challenge in
decentralized systems. In the proposed model,
each node possesses a public-private key pair,
and public keys are distributed via the
blockchain, enabling verifiable and tamper-
proof identity associations. Private keys are
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stored locally and never transmitted,
minimizing exposure risk.

Smart contracts manage access control by
verifying public key signatures before
authorizing file decryption, ensuring only valid
and trusted recipients can access sensitive
content [23].

Privacy-Preserving Reputation Schemes

To prevent reputation farming and safeguard
user privacy, the system employs privacy-
preserving trust computation techniques.
Zero-Knowledge Proofs (ZKPs) allow nodes
to prove they meet reputation thresholds
without revealing actual scores. Additionally,
homomorphic encryption enables reputation
score computations on encrypted data,
preserving  confidentiality even  during
evaluation [24].

These methods ensure that while trust metrics
influence  node interactions, individual
reputations and behaviours remain private,
fostering both accountability and anonymity.

7. Implementation Details

Tools, Platforms, and Libraries

The implementation of the proposed secure

P2P  file-sharing system leverages a
combination  of  blockchain  platforms,
cryptographic libraries, and decentralized

storage solutions. Ethereum is used as the
foundational blockchain framework due to its
robust smart contract capabilities and
widespread  community  support.  The
development of smart contracts is carried out
using Solidity, a high-level language designed
for Ethereum.

For the backend logic and user interactions,
Node.js is utilized to manage the network
services and interface with the Ethereum
network via Web3.js. Truffle Suite and
Ganache are employed for smart contract
development, testing, and local blockchain
simulation.

Integration with P2P File-Sharing Backend
The file-sharing backend is designed as a
modular component that interacts with both
the encryption layer and the blockchain
network. Files are segmented and encrypted
using symmetric keys. These encrypted
fragments are then distributed across a
decentralized network of peer nodes.

Each file segment is associated with metadata
stored on the blockchain, including its hash,
encryption  key (RSA-encrypted), and
uploader’s trust rating. Only nodes with

sufficient trust scores and valid decryption
keys can request and reconstruct the file.
For peer discovery and routing, a lightweight
DHT (Distributed Hash Table) is implemented.
This allows efficient lookup and retrieval of
file fragments across the P2P network, while
trust scores influence peer selection to avoid
malicious or unreliable nodes.
The integration ensures that:

e Only trusted peers are selected for file

exchanges

o Every transaction is verifiable on-
chain

o File integrity and confidentiality are
preserved

9. Results and Analysis

9.1 Security Performance

To evaluate the security performance of the
proposed system, various simulated attack
scenarios were tested, including Sybil attacks,
eavesdropping attempts, and data tampering
during transmission.

Attack | Detection | Mitigation | Average
Type Rate (%0) | Success Response
(%) Time
(ms)
Sybil | 96.4 93.7 210
Attack
Man- | 94.8 92.1 275
in-the-
Middle
Replay | 97.2 94.3 190
Attack

The high detection and mitigation rates were
achieved through the use of public-key
encryption, cryptographic hashing of file
fragments, and continuous trust verification
via smart contracts. The system consistently
maintained data confidentiality, integrity,
and non-repudiation even under simulated
hostile environments.

9.2 Reputation System Effectiveness

The effectiveness of the reputation system was
analyzed by observing trust score fluctuations
across 1,000 simulated nodes over 500
transaction rounds. The trust score model
accurately demoted malicious nodes and
rewarded cooperative ones.
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Node Avg. | Avg. | Detection

Behavior Initial | Final | Accuracy
Trust | Trust | (%)
Score | Score

Honest 50 89 98.2

Contributor

Free Rider | 50 42 93.6

Malicious | 50 17 95.1

Actor

Additionally, network throughput improved
by 23.5% when reputation-based routing was
enabled, as nodes preferentially connected
with high-trust peers, reducing retransmissions
and communication delays.

9.3 Consensus Protocol Impact

The system was evaluated under both Proof-
of-Work (PoW) and Proof-of-Stake (PoS)
mechanisms using a controlled Ethereum test
network. Metrics such as block confirmation
time, energy usage, and fault tolerance were
measured.

Metric Pow PoS
(Avg.) (Avg.)

Block 13.7 4.2

Confirmation

Time (s)

Energy 14 0.2

Consumption (per | kWh kWh

tx)

Consensus  Fault | High High

Tolerance

PoS outperformed PoW in terms of efficiency
and scalability, reducing confirmation times
by 69% and energy consumption by ~85%,
while  maintaining comparable  security
guarantees. However, PoW showed better
resilience in highly adversarial environments
with frequent node churn.

10. Conclusion and Future Work

10.1 Summary of Findings

This study introduced a secure, reputation-
aware peer-to-peer file-sharing architecture
that combines end-to-end  encryption,
blockchain-anchored trust management, and
modern consensus protocols. Experimental
evaluation showed:

e Robust security—over 94 %
detection and mitigation success
against Sybil, man-in-the-middle, and
replay attacks.

e [Effective  reputation
malicious  actors  were

control—
reliably

demoted, while honest contributors
gained trust, resulting in a 235 %
throughput gain.

o Consensus efficiency—Proof-of-
Stake cut block confirmation time by
69 % and energy usage by ~85 %
compared with Proof-of-Work, yet
both maintained high fault tolerance.

These results confirm that integrating
cryptographic safeguards with blockchain-
based reputation can deliver a resilient,
tamper-evident foundation for decentralized
content exchange.

10.2 Future Work

Building on these outcomes, the next phase
will focus on optimizing data placement and
retrieval in large-scale environments. Key
directions include:

e Proximity-Aware  Clustering -
grouping nodes by physical or
network-level distance to minimize
latency and balance load.

o Data-Sensitivity-Driven Routing —
classifying content by confidentiality
and prioritizing highly sensitive data
through trusted, high-reputation paths.

e Seamless IPFS Integration —
embedding InterPlanetary File System

protocols to leverage  content
addressing, deduplication, and
distributed caching, thereby

accelerating query resolution and
improving availability.

e Adaptive Query Scheduling -
combining clustering outputs with on-
chain reputation to dynamically route
requests toward the closest, most
reliable providers.

Together, these enhancements aim to deliver a
scalable, proximity-optimized P2P architecture
that maximizes query efficiency and data
accessibility while preserving the strong
security guarantees established in this work.
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